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DETAILED ACTION 
Priority 

1 . Applicant's claim for benefit of foreign priority under 35 U.S.C. 1 1 9 (a) - (d) is 
acknowledged. 

The application is filed on 12/7/2004 but has a foreign priority application filed on 
6/12/2002. 

Claim Objections 

2. Claims 2 - 7 are objected to because of the following informalities: "A method" 
should be "The method". 

3. Claims 9 - 1 2 are objected to because of the following informalities: "A 
conditional access apparatus" should be "The conditional access apparatus". 

4. Claim 8 is objected to because of the following informalities: storage means 
should use the typical format "means for" because the word "means" is preceded by the 
word "storage" in an attempt to use a "means" clause served as a means for performing 
a specified function. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that 
forms the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign coimtry or in public use or 
on sale in this country, more than one year prior to the date of application for patent in the United States. 
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5. Claims 1 - 5 and 8 - 12 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Kamperman (U.S. Patent 5,991,400). 

As per claim 1 , Kamperman teaches a method of processing a broadcast data 
stream that contains a stream of encrypted data and a stream of messages 
(Kamperman : Column 1 Line 55 - Column 2 Line 3), data in successive segments of 
the stream of encrypted data being decryptable with successive decryption information 
from the messages (Kamperman : Column 1 Line 55 - 67: ECM messages), the method 
comprising: 

storing the stream of encrypted data (Kamperman : Column 2 Line 61 - 62); 

storing items with decryption information for the encrypted data independently 
retrievable from the stream (Kamperman : Column 2 Line 59 - 61 , Column 1 Line 55 - 
67 and Column 4 Line 41 - 59: ECM message embedded / multiplexed with the 
encrypted / scrambled data that contains control word (CW) (i.e. decryption information) 
corresponding to reception of the data stream during each respective 10 seconds block 
of data); 

storing synchronization information linking respective points in the stored stream 
of encrypted data to respective ones of the items with decryption information 
(Kamperman : Column 8 Line 42 - 51 and Column 7 Line 2-5: the time-stamped 
information is qualified as a synchronization information that determines the validity time 
period of the ECM control word (i.e. decryption information) that is used to successfully 
decode the encrypted data); 
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replaying a stored part of the stream of encrypted data (Kamperman : Column 5 
Line 55 - 60: a play-back recorder); 

retrieving the items with decryption information for the points in said stored part 
during said replaying (Kamperman : Column 5 Line 55 - 60: the ECM control word can 
be retrieved during replaying); 

combining the retrieved items with decryption information with the stream during 
replay at times selected under control of the synchronization information (Kamperman : 
Column 8 Line 42 - 51 , Column 7 Line 2-5 and Column 9 Line 21 - 26: a time- 
stamped message included in the ECM control word message to assure the CW is valid 
only until the age of viewing time is ended - i.e. the time-stamped validity period of the 
ECM control word decryption information). 

As per claim 8, Kamperman teaches a conditional access apparatus for 
processing a broadcast data stream that contains a stream of encrypted data and a 
stream of messages (Kamperman : Column 1 Line 55 - Column 2 Line 3), data in 
successive segments of the stream of encrypted data being decryptable with 
successive decryption information from the messages (Kamperman : Column 1 Line 55 
- 67: ECM messages), the apparatus comprising: 

storage means, the apparatus being arranged to store the stream of encrypted 
data in the storage means (Kamperman : Column 2 Line 61 - 62), as well as storing 
items with decryption information for the encrypted data independently retrievable from 
the stream (Kamperman : Column 2 Line 59 - 61 , Column 1 Line 55 - 67 and Column 4 
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Line 41 - 59: ECM message embedded / multiplexed with the encrypted / scrambled 
data that contains control word (CW) (i.e. decryption information) corresponding to 
reception of the data stream during each respective 10 seconds block of data), and 
storing synchronization information linking respective points in the stored stream of 
encrypted data to respective ones of the items with decryption information (Kamperman 
: Column 8 Line 42 - 51 and Column 7 Line 2-5: the time-stamped information is 
qualified as a synchronization information that determines the validity time period of the 
ECM control word (i.e. decryption information) that is used to successfully decode the 
encrypted data); 

a replay unit for replaying a stored part of the stream of encrypted data 
(Kamperman : Column 5 Line 55 - 60: a play-back recorder); 

a retrieval unit arranged to retrieve the items with decryption information for the 
points in said stored part from the storage means, and to feed said items to the replay 
unit during said replaying (Kamperman : Column 5 Line 55 - 60: the ECM control word 
can be retrieved during replaying); 

a secure device, arranged to generate control words under control of the 
decryption information and to feed the control words to the replay unit to decrypt the 
items (Kamperman : Column 5 Line 31 - 41 , Column 2 Line 40 - 41 : a smart card); 

a synchronization unit arranged to combine the retrieved items with decryption 
information with the stream during replay at times selected under control of the 
synchronization information (Kamperman : Column 9 Line 21 - 26: the time-stamped 
information is qualified as a synchronization information that determines the validity time 
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period of the ECM control word (i.e. decryption information) that is used to successfully 
decode the encrypted data) by feeding the decryption information to the secure device 
at the selected times, for generating the control words (Kamperman : Column 2 Line 59 
- 61 and Column 1 Line 55 - 67). 

As per claim 2, Kamperman teaches during replay the stream is fed to a decoder 
and the decryption information is combined with the stream by feeding the decryption 
information to a secure device, which in response to the decryption information feeds 
control words to the decoder (Kamperman : Column 5 Line 31 - 41, Column 2 Line 40 - 
41 and Column 9 Line 21 - 26: a smart card). 

As per claim 3 and 9, Kamperman teaches storing the items with decryption 
information each in association with a respective time stamp value (Kamperman : 
Column 2 Line 59 - 61 , Column 1 Line 55 - 67 and Column 4 Line 41 - 59: ECM 
message embedded / multiplexed with the encrypted / scrambled data that contains 
control word (CW) (i.e. decryption information) corresponding to reception of the data 
stream during each respective 10 seconds block of data); maintaining a progressive 
time value counter during replay of the stream (Kamperman : Column 2 Line 59 - 61 
and Column 4 Line 41 - 59 : the ECM message contains the time-stamped message 
and data stream signal progresses as a function of time - i.e. time is divided into 
successive time intervals (e.g. every 10 seconds); where each time interval the 
encrypted data is encrypted based on the respective CW of its ECM message and data 
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decoder needs a corresponding control word to decrypt tlie data from each time- 
interval respectively) and combining each particular retrieved item with the stream in 
response to detection that the time stamp counter reaches the time stamp value 
associated with the particular retrieved item (Kamperman : Column 9 Line 21 - 26 and 
Column 7 Line 2 - 5: a time-stamped message included in the ECM control word 
message to assure the CW is valid only until the age of viewing time is ended - i.e. the 
time-stamped validity period of the ECM control word decryption information). 

As per claim 4 and 10, Kamperman teaches maintaining a further progressive 
time value counter during reception of the stream; sampling values from said further 
time value counter each time when a respective one of the messages is detected during 
reception (Kamperman : Column 2 Line 59 - 61 and Column 4 Line 41 - 59 : the ECM 
message contains the time-stamped message and data stream signal progresses as a 
function of time - i.e. time is divided into successive time intervals (e.g. every 10 
seconds); where each time interval the encrypted data is encrypted based on the 
respective CW of its ECM message and data decoder needs a corresponding control 
word to decrypt the data from each time-interval respectively); storing decryption 
information from said message in the items with decryption information; storing the 
sampled value sample for each respective one of the messages as said time stamp 
value associated with the item that contains decryption information from said message 
(Kamperman : Column 2 Line 59 - 61 , Column 8 Line 42 - 51 and Column 7 Line 2 - 
5). 
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As per claim 5, Kamperman teaches the encrypted data contains time counting 
information used for controlling progress of the time value counter (Kamperman : 
Column 2 Line 59 - 61 , Column 4 Line 41 - 59, Column 8 Line 42 - 51 and Column 7 
Line 2-5: the scrambled data is stored with the associated ECM message that 
contains the time-stamped message and data stream signal progresses as a function of 
time - i.e. time is divided into successive time intervals (e.g. every 10 seconds); where 
each time interval the encrypted data is encrypted based on the respective CW of its 
ECM message and data decoder needs a corresponding control word to decrypt the 
data from each time-interval respectively). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 6 - 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kamperman (U.S. Patent 5,991 ,400), in view of Peterka et al. (U.S. Patent 
2002/0170053). 
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As per claim 6, Kamperman teaches detecting respective ones of the messages 
detected during reception of the stream (Kamperman : Column 1 Line 55 - Column 2 
Line 3 and Column 4 Line 41 - 59: ECM message embedded / multiplexed with the 
encrypted / scrambled data that contains control word (CW) (i.e. decryption information) 
corresponding to reception of the data stream during each respective 10 seconds block 
of data). 

However, Kamperman does not teach expressly assigning different sequence 
numbers to the detected messages. 

Peterka teaches assigning different sequence numbers to the detected 
messages (Peterka : Para [0123] Line 1 - 7: each of the ECM message can be 
assigned a sequence number to protect replay attack). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Peterka within the system of 
Kamperman because (a) Kamperman teaches, in a conditional access multimedia 
system, using a time-stamped information to associate the respective ECM message 
that contains the decryption information of control words during the play-back of the 
recorded stream (Kamperman : Column 8 Line 43 - 50) and (b) Peterka teaches 
providing a protection method against replay attack by using a sequence number that 
can corresponds to a time-stamped information of a respective ECM message / EMM 
message in a conditional access multimedia audio / video system (Peterka : Abstract 
and Para [0123] Line 1 -7). 
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storing information representing the sequence numbers among the encrypted 
data at locations where the messages to which the sequence numbers have been 
assigned occurred in the stream during reception (Peterl<a : Para [0123] Line 1 - 7 & 
Kamperman : Column 8 Line 43 - 50 and Column 4 Line 41 - 59); storing each 
sequence number In association with a respective one of the Items with decryption 
Information that contains encryption information from the message to which the 
sequence number is assigned (Peterka : Para [0123] Line 1 - 7 & Kamperman : Column 
9 Line 24 - 26); using the sequence numbers stored among the stream to retrieve and 
time the Items associated with the sequence numbers (Peterka : Para [0123] Line 1 - 7 
& Kamperman : Column 8 Line 43 - 50 and Column 4 Line 41 - 59). 

As per claim 7, Kamperman as modified teaches the messages are stored at 
their original locations among the encrypted data, the sequence numbers being Inserted 
In the messages during storage, the decryption information from the items associated 
with the sequence numbers inserted in the items being used when the messages are 
encountered during replay (Peterka : Para [0123] Line 1 - 7 & Kamperman : Column 8 
Line 43 - 50 and Column 4 Line 41 - 59). 
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Any inquiry concerning tliis communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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